DOD-STD-2168 DEFENSE SY STEM SOFTWARE QUALITY ... Page 1 of 10

DOD-STD-2168 29 April 1988 SUPERSEDING MIL-S-52779A 1 August 1979

DOD-STD-2168 DEFENSE SYSTEM SOFTWARE
QUALITY PROGRAM

PLANNI NG RESEARCH CORP.
ATTN. TECHNI CAL LI BRARY
1500 PLANNI NG RESEARCH DRI VE
MCLEAN, VA 22102

M LI TARY STANDARD

DEFENSE SYSTEM
SOFTWARE QUALI TY PROGRAM

AVBC NO A4389 AREA QO C

DI STRI BUTI ON STATEMENT A Approved for public rel ease:
distribution is unlimted.

DEPARTMENT OF DEFENSE
Washi ngton, D.C 20301

Def ense System Software Qual ity Program

1. This Mlitary Standard is approved for use by all Departnents and
Agenci es of the Departnent of Defense.

2. Beneficial coments (recommendations, additions, deletions) and any
pertinent date which may be of use in inproving this docurment shoul d be
addressed to: HQ / ARDEC/ SMCAR- FSC, Picati nny Arsenal, NJ 07806-5000, by
usi ng the sel f-addressed Standardi zati on Docunent | nprovenent Proposal (DD
Form 1426) appearing at the end of this docunent or by letter.

FOREWCORD

1. This standard contains requirenents for the devel opnent, docunentation
and i nplementati on of a software quality program This programincl udes

pl anni ng for and conducting eval uations of the quality of software,

associ ated docunentation, and rel ated activities, and planning for and
conducting the followup activities necessary to assure tinmely and effective
resol uti on of problens.

2. This standard, together with other mlitary specifications and standards
gover ni ng sof tware devel opnment, configurati on managenent, specification
practices, project reviews and audits, and subcontractor nmanagenent, provide
a nmeans for achieving, determning, and maintaining quality in software and
associ ated docurmentation. This standard incorporates the applicable

requi rements of M L-STD 1520 and M L- STD- 1535.

3. This standard inplenments the policies of DCDD 4155.1, Quality Program
and provides all of the necessary el enments of a conprehensive quality
program appl i cabl e to software devel opnent and support. This standard
interprets the applicable requirenents of ML-Q 9858, Quality Program
Requi rements, for software.

4. The Data Item Description (DD applicable to this standard is
identified in Section 6. Wien used in conjunction with this standard, this
DI D provides a vehicle for docunenting and conmuni cati ng information

rel evant to the requirenents specified herein. Production of deliverable
data using automated techni ques i s encouraged.
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6.2 Data requirenents list and cross reference 6
6.3 Subject term(key word) listing 6
1. SCOPE

1.1 Purpose. The purpose of this standard is to establish requirenents for
a software quality programto be applied during the acquisition
devel opnent, and support of software systens.

1.2 Application. This standard applies to the extent specified in the
contract clauses, the Statenent of Wrk (SON, and the Contract Data
Requirenments List (CDRL). The term"software quality program requirenents”
as used herein refers to the collective requirenments of this standard.

1.2.1 Non-deliverable software. Requirenments for non-deliverable software
are identified in paragraph 5.6.

1.2.2 Firnware. This standard applies to the software el ement of
deliverable firmvare. Paragraph 5.6 identifies requirenents for the
sof tware el enent of non-deliverable firnware.

1.2.3 Software support. Wen this standard is applied to software support,
the term"software devel opnent™ should be interpreted to nean "software
support,” and the requirenments of the standard apply to the organi zation
perform ng the software support.

1.2.4 Covernment agencies. The provisions of this standard may be applied
to Government agencies. Wen a Covernnent agency perforns software quality
program functions in accordance with this standard, the term"contractor”
refers to that CGovernnent agency and the term "subcontractor" refers to any
contractor of that CGovernment agency.

1.3 Contracting agency. In each case in which this standard uses the term
"contracting agency," it shall be interpreted to nmean "contracti ng agency
or its authorized representative."

1.4 Tailoring. This standard contains a set of requirenents designed to be
tailored for each contract by the contracting agency. The tailoring process
intended for this standard is the del etion of non-applicable requirenents.

2. REFERENCED DOCUMENTS
2.1 Governnent docunents.

2.1.1 Specifications, standards, and handbooks. Unless otherw se
specified, the follow ng specifications, standards, and handbooks of the
issue listed in that issue of the Departnent of Defense |Index of
Specifications and Standards (DODI SS) specified in the solicitation forma
part of this standard to the extent specified herein

M LI TARY STANDARDS

DCOD- STD-480  Configuration Control - Engi neering Changes, Deviations,
and Vi vers

DCOD- STD- 2167 Def ense System Sof t ware Devel opnent
2.1.2 Qher Covernnent docunents, draw ngs, and publications. The
fol | owi ng ot her Government documents, draw ngs, and publications forma part
of this standard to the extent specified herein.
None.
(Copi es of specifications, standards, handbooks, draw ngs, and publications
requi red by contractors in connection with specific acquisition functions

shoul d be obtained fromthe contracting activity or as directed by the
contracting officer).
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2.2 Qher publications.
None.

3. DEFIN TIONS

3.1 Certification. A process, which may be increnmental, by which a contractor
provi des objective evidence to the contracting agency that an itemsatisfies
its specified requirenents.

3.2 Evaluation. The process of determ ning whether an itemor activity neets
specified criteria.

3.3 Non-deliverable software. Software that is not required to be delivered by
the contract.

3.4 Software plans. A collective termused to describe the contractor's
pl ans, procedures, and standards for software nanagenent, software

engi neering, software qualification, software product eval uation, and

sof tware configurati on nmanagenent .

3.5 Software quality. The ability of a software product to satisfy its
specified requirenents.

3.6 Terns defined in DOD- STD-480. The following terns used in this standard are
defined in DCD STD- 480:

Basel i ne
Configuration Control

3.7 Terns defined in DOD STD-2167. The following terns used in this standard are
defined in DCOD STD- 2167:

Conput er software (or software)
Conput er sof tware document ati on
Fi r mnar e

Non- devel opnent al sof t ware
Qualification

Sof t war e devel oprent |ibrary
Sof t war e engi neeri ng envi ronment
Sof t war e support

Sof tware test environment

3.8 Definitions of acronyns used in this standard. The follow ng acronyns are
used
in this standard:

CDRL Contract Data Requirements List
DD Data |Item Description
DOD Depart ment of Defense
(DOD D) Department of Defense Directive
FAR Federal Acquisition Regul ation

SQPP Software Quality Program Pl an

4. CGENERAL REQUI REMENTS

4.1 bjective of the software quality program The objective of the contractor's
software quality programshall be to assure the quality of (a) deliverable
software and its docunentation, (b) the process used to produce deliverable
software, and (c) non-deliverable software, as specified in paragraph 5.6

of this standard.

4.2 Responsibility for the software quality program Contractor personnel
responsi ble for ensuring conpliance with the software quality program
requi renments shall have the resources, responsibility, authority, and
organi zational freedomto pernt objective evaluations and to initiate and
verify corrective actions. The persons conducting the eval uation of a
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product or activity shall not be the persons who devel oped the product,
performed the activity, or are responsible for the product or activity.
Thi s does not preclude nmenbers of the devel opnent teamfrom partici pating
in these evaluations. The contractor shall assign responsibility for the
fulfillment of, and for ensuring conpliance with, the software quality
program requi remnents

4.3 Docunentation for the software quality program The software quality
pr ogr am

i ncl udi ng procedures, processes, and products, shall be docunented in
contractor format and shall provide inplenenting instructions for each of
the requirenments in sections 4 and 5 of this standard. The software quality
programis subject to review by the contracting agency and may be

di sapproved by the contracti ng agency whenever the program does not meet the
requi rements of the contract.

4.4 Software quality programplanning. The contractor shall conduct a conplete
review of the contract to identify and nmake tinely provision for acquiring

or devel oping the resources and skills required for inplenenting the

software quality program The contractor shall prepare the plans for

appl yi ng the docunented software quality programto the contract. These

pl ans shall be docunented in a Software Quality ProgramPlan (SQPP). The
contractor shall place the SQP under configuration control prior to

i npl enrent ati on.

4.5 Software quality programinplenentation. The contractor shall inplenent the
software quality programin accordance with the SQPP and shall adhere to the
programfor the duration of the contract. The software quality program

shall be fully integrated with the activities required by the contract.

4.6 Software quality evaluations. The contractor shall conduct on-going
eval uations of the processes used in software devel opnent and the resulting
sof tware and associ ated docunentati on as specified in Section 5. These
eval uations shall include a final evaluation of all software and associ at ed
docunentation to assure that all contract requirenents have been net and
that internal coordination has been conducted in accordance with the

sof tware pl ans.

4.7 Software quality records. The contractor shall prepare and maintain records
of software quality programactivities required by the contract. The

software quality records and software problemreports shall be nade

avai |l abl e for contracting agency review and shall be nmaintained for the life

of the contract.

4.7.1 Software quality evaluation records. The contractor shall prepare
a software quality evaluation record for each eval uation required by the
contract. These records shall be in the contractor's fornat and shal
contain the following itenms as a m ni mum

Eval uati on date

Eval uati on partici pants.

Eval uation criteria.

Eval uation results including detected problens, with reference to
the appropriate software problemreports, as applicable.

e. Recommended corrective action.

cooe

4.7.2 Qher software quality records. Al other software quality records
shall be prepared in the contractor's format.

4.8 Software corrective action. Wien probl ens or nonconformances with contract
requi rements have been detected they shall be docunented and shall serve as
input for the contractor's software corrective actions. The contractor

shal | :

a. Assure that actionis initiated to correct the defect and the cause
of the defect, and that adverse trends are identified and reversed.

b. Monitor the software corrective actions, as specified in paragraph
5.3.5, to assure tinmely and positive corrective action.
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c. Track the status of all problens detected in carrying out the
requi renents of this standard.

4.9 Certification. The contractor shall maintain and nmake available to the
contracting agency docunented, objective evidence that the software and
associ ated docunentation and activities required by the contract neet
contractual requirenents.

4.10 Managenent review of the software quality program The contractor's
managenent

shall review the software quality programat intervals as specified in the
SQPP to assure that the programconplies with the contract and adheres to

t he SQPP.

4.11 Access for contracting agency review. The contractor shall provide the
contracting agency with access to contractor facilities for review of al

sof tware products and activities required by the contract to determ ne
conpliance with the contract. Contracting agency review shall not

constitute acceptance, nor shall it in any way replace eval uation by the
contractor or otherwi se relieve the contractor of his responsibility to
furni sh acceptabl e software and associ at ed docunent ati on

5. DETAI LED REQU REMENTS

5.1 Evaluation of software. The contractor shall conduct on-going eval uations
of all software to assure that:

a. The software conplies with the contract.
b. The software adheres to the software plans.

5.2 Evaluation of software docunentation. The contractor shall conduct on-goi ng
eval uations of the follow ng software docunentation

5.2.1 Evaluation of software plans. The contractor shall evaluate the
software plans to be used for the contract. The contractor shall assure
t hat :

a. Al software plans required by the contract have been docunent ed.
b. The software plans conply with the contract.

c. Each software plan is consistent with other software plans and with
system | evel plans.

5.2.2 Evaluation of other software docunentati on.
The contractor shall eval uate deliverabl e software docunentation not covered
in the preceding paragraph to assure that:

a. Each docunent adheres to the required format.
b. Each document conplies with the contract.

5.3 Evaluation of the processes used in software devel opnment. The contractor
shal |

conduct ongoi ng eval uations of the follow ng processes used in software

devel opnent :

5.3.1 Evaluation of software nmanagenent. The contractor shall evaluate the
sof t ware managenent practices to assure conpliance with the contract and
adherence to the software plans.

5.3.2 Evaluation of software engineering. The contractor shall evaluate
the software engineering practices to assure conpliance with the contract
and adherence to the software plans.

5.3.3 FEvaluation of software qualification. The contractor shall evaluate
the software qualification planning and conduct required by the contract to
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assure that:

a. The qualification plans and procedures include provisions for al
sof tware requirenents

b. Software qualification is conducted as required by the contract and
as specified in the software plans.

c. The version nunber of each itembeing qualified and each item used
in the qualification is docunented.

d. The results of required qualifications are accurately recorded and
anal yzed to determ ne whether the software neets its specified
requirenents

e. Al software, hardware, firnware, and facilities required for
qualification are avail abl e.

5.3.4 Evaluation of software configurati on managenent. The contractor
shal | evaluate the software configurati on managenent practices to assure
conpliance with the contract and adherence to the software pl ans.

5.3.5 FEvaluation of the software corrective actions. The contractor shal
eval uate the software corrective actions to assure that they conply with the
sof tware plans and that:

a. Al problens detected in processes and in products that are under
internal or contracting agency control are pronptly reported and
entered into software corrective actions.

b. Each problemis classified, as required by the contract, and
anal ysis is perforned to identify trends in the problens reported.

c. Actionis initiated on the problens and adverse trends, resol ution
is achieved status is tracked and reported, and records are
mai ntained for the life of the contract.

d. Corrective actions are evaluated to: (1) verify that problens have
been resolved, (2) verify that adverse trends have been reversed
(3) verify that changes have been correctly inplenented in the
appropriate processes and products, and (4) detern ne whether
addi tional probl ens have been introduced

5.3.6 Evaluation of docurentation and nedia distribution. The contractor
shal |l evaluate the controls exercised on the internal distribution of

del i verabl e medi a and docunentation. The contractor shall assure conpliance
with the contract and adherence to the software plans.

5.3.7 FEvaluation of storage, handling, and delivery. The contractor shal
eval uate the storage, handling, packaging, shipping, and externa
distribution of deliverable software and associ ated docunentati on. The
contractor shall assure conpliance with the contract and adherence to the
sof tware pl ans.

5.3.8 FEvaluation of other processes used in software devel opnent. The
contractor shall evaluate all other processes used in software devel opnent
that are required by the contract to assure conpliance with the contract and
adherence to the software plans.

5.4 Evaluation of the software devel opnent library. The contractor shal
eval uat e
the software devel oprment library to assure that:

a. The library and its operation conply with the contract and adhere
to the software plans.

b. The nost recent authorized version of materials under configuration

control are clearly identified and are the ones routinely avail abl e
fromthe library.
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c. Previous versions of materials under configuration control are
clearly identified and controlled to provide an audit trail that
permts reconstruction of all changes nmade to each configuration
item

5.5 Evaluation of non-devel opnental software. The contractor shall evaluate each
i tem of non-devel opnental software to be incorporated into deliverable
software to assure that:

a. (bjective evidence exists, prior toits incorporation, that it
perforns required functions.

b. It was placed under internal configuration control prior toits
i ncor porati on.

c. The data rights provisions are consistent with the contract.

5.6 Evaluation of non-deliverable software. The contractor shall eval uate each
non-del i verabl e software itemused in the automated manufacturing of

deliverable hardware or in the qualification or acceptance of deliverable

sof tware or hardware to assure that:

a. (bjective evidence exists, prior toits intended use, that it
perforns required functions.

b. It was placed under internal configuration control prior to its use

5.7 Evaluation of deliverable elements of the software engi neering and test
envi ronnent s.

The contractor shall eval uate each deliverable el enent of the software

engi neering and test environnents to assure that:

a. It conplies with the contract and adheres to the software pl ans.

b. ojective evidence exists, prior toits use, that it perforns
required functions.

c. It was placed under internal configuration control prior to its use
d. The data rights provisions are consistent with the contract.

5.8 Evaluation of subcontractor managenent. The contractor shall evaluate all
subcontractor activity to assure that:

a. Al subcontractor devel oped software and rel ated docunentati on
deliverable to the contracting agency satisfies the prime contract
requirenents

b. A set of baselined requirenents is established and naintained for
the software to be devel oped by the subcontractor.

c. Applicable software quality programrequirenents are included or
referenced in the subcontract or purchase documents for the
subcont r act or

d. Access is available for contractor reviews at subcontractor and
vendor facilities.

e. The contracting agency has the right to review all software products
and activities required by the subcontract, at subcontractor
facilities, to determne conpliance with the subcontract.
Contracting agency review shall not constitute acceptance, nor shal
it in any way replace evaluation by the contractor or otherw se
relieve the contractor of his responsibility to furnish acceptable
software and associ ated docunent ati on

5.9 Eval uations associated with acceptance inspection and preparation for

delivery. In
support of software acceptance inspection and preparation for delivery, the
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contractor shall assure that:

a. Al required software products are avail able and ready for
contracting agency inspection.

b. Al required procedures have been performed and evi dence of
sati sfactory conpletion of these procedures is available for
contracting agency inspection.

c. Al deliverable software and docunentation has been updated to
reflect all changes approved by the contracting agency and schedul ed
for inclusion.

5.10 Participation in formal reviews and audits.

a. Prior to each formal review and audit, the contractor shall assure
t hat:

(1) Al required products will be available and ready for
contracting agency review.

(2) Al required preparations have been nade.

b. At each formal review and audit, the contractor shall present an
eval uation of the status and quality of each of the devel opnent
products revi ened.

c. Followi ng each formal review and audit, the contractor shall assure
that all software related action itens assigned to the contractor
have been perf orned.

6. NOTES

6.1 Intended use. In planning for the software quality program it is
perm ssible for the contractor to augment the activities required by the
contract to satisfy internal requirenments, as long as the additiona
policies and procedures do not conflict with the contract. It is further
intended that the contractor use existing internal systens for the software
quality programto the extent that they satisfy the requirenments of this
standard. Any augnentation of the activities to be performed or use of
internal contractor systens for software quality programactivities shal

be docurented in the SQPP.

6.2 Data requirenents list and cross reference. Wen this standard is used in
an

acqui sition which incorporates a DD Form 1423, Contract Data Requirenents
List (CDRL), the data requirenents identified bel ow shall be devel oped as
specified by an approved Data |Item Description (DD Form 1664) and del i vered
in accordance with the approved CDRL incorporated into the contract. Wen
the provisions of the DOD Federal Acquisition Regulation (FAR Suppl enment
27.475-1 are invoked and the DD Form 1423 is not used, the data specified
bel ow shal | be delivered by the contractor in accordance with the contract
or purchase order requirenments. Deliverable data required by this standard
are cited in the follow ng subparagraphs.

Par agr aph No. 4.4
Data Requirements Title Software Qual ity Program Pl an (SQPP)
Applicable DD No. Dl - QCl G 80572

(The Data Item Description related to this standard and identified in
section 6 will be approved and listed as such in DOD 5010.12-L, AVSDL Copies
of DIDs required by contractors in connection with specific acquisition
functions should be obtained fromthe Naval Publications and Forns Center

or as directed by the contracting officer.)

6.3 Subject term(key word) listing.
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Eval uati on

Certification

Sof t war e

Software Quality

Software Quality Program
Software Quality Program Pl an

Cust odi ans:
Navy - EC
Arny - AR

Air Force - 10,26

Revi ewi ng Activities:
Navy - M, TOb OM SH AS
Arny - SC R M, AV
Air Force - 02,14,15,17, 23,95

Preparing Activity:

Arny AR

Agent :
Air Force - 10

(Project QO G 0072)
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